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In the context of SA2 Study on Cellular IoT support in the 5G System (FS_CIoT_5G), SA2 is considering a new solution (denoted as solution 6 in TR 23.724) for infrequent small data transmission. The solution introduces a method to send user data using SRB over Uu (without AS security) and the core network user plane functions to the user plane anchor node, which would become a new security end point for small data. The user data needs security protection between the UE and the UPF anchor node. Below is an extract from solution 6 in TR 23.724.
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PDU integrity protection and ciphering functionality may be re-used in the proxy function).

Editor's note: Detailed security solution for the proxy function is FFS and shall be selected and
specified by SA WG3. Example of a possible solution could be to use the same NAS key but different
packet counters for the different "flows", meaning that NAS signalling terminating in the AMF would
have it's own packet counters and the user data packets terminating in the proxy will have it's own packet
counters. Another possible solution could be to generate new key and packet counters for the User data
communication between the UE and the proxy function.




Before finally selecting solution 6 as basis for the normative work, SA2 would like to kindly ask SA3 to review the solution and evaluate whether it is feasible to implement a security method to integrity protect and cipher the small data with similar security level and features as the current Data over NAS (CIoT CP optimisation) solution in EPC has. 
2. Actions:

To SA3 group.

ACTION: 
SA2 kindly requests SA3 to provide feedback whether it is feasible to specify a security solution as mentioned above.
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